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Abstract— As the volume and density of data grow 

exponentially with the advent of IoT, the prevalence of noise, as 

well as incomplete or anomalous records within these data 

streams, also rises. Fraudulent or aberrant data, which falls 

outside the scope of normal data, can lead to flawed decision-

making processes. Various machine learning (ML) algorithms 

successfully carry out fraud detection processes. In this paper we 

demonstrate how we can integrate sophisticated and creative 

sonification approaches into ML pipelines for fraud or aberrancy 

detection, to improve overall performance. We focus on detecting 

“aberrant” scores in standardized tests. This study demonstrates 

that sonification, in conjunction with traditional ML methods, is 

effective in identifying individuals with aberrant item scores. We 

recommend the combined use of modern sonification approaches 

and traditional fraud detection methods when dealing with big 

data to facilitate more accurate decision-making. 

Keywords— fraud, anomaly detection, machine learning models, 

data sonification 

I. INTRODUCTION 

The Internet of Things (IoT) is a global network system in 
which billions of physical devices worldwide connect to the 
internet to collect and share data. This concept represents a 
vision where objects via embedded devices sense their 
surroundings, communicate, and behave like intelligent entities 
[1]. IoT is defined as a global physical network where objects 
seamlessly connect to internet infrastructure to communicate or 
interact with both their internal and external environments [2]. 
IoT technology enhances operational efficiency, enables real-
time monitoring, and facilitates daily life by supporting human 
activities [3, 4]. Achieving this requires devices to provide 
uninterrupted, real-time data [4]. A natural consequence of this 
is the generation of massive data streams. These streams are 
transmitted to cloud computing platforms, where the data is 
analyzed using advanced algorithms and artificial intelligence 
(AI), thereby enabling systems to make autonomous decisions 
or provide valuable insights to users [4, 5]. As the volume and 
density of data grow exponentially with the advent of IoT, the 
prevalence of noise, as well as incomplete or anomalous records 

within these data streams, also rises. Whether dealing with 
energy consumption data from smart meters, patient data from 
health sensors, or financial transaction records, data quality in 
big data systems is not merely a technical issue; it is a critical 
factor that threatens the system’s reliability and validity. 

In numerous studies, the massive and complex data streams 
generated by IoT devices are viewed as both an opportunity and 
a challenge for fraud detection; particular attention has been paid 
to financial fraud. Those studies highlight that machine learning 
(ML)-enabled AI systems can successfully identify suspicious 
patterns by utilizing continuous data streams to detect credit card 
and financial fraud [3, 6]. For instance, Choi and Lee (2018) [7] 
proposed a comprehensive model incorporating artificial neural 
networks and ML processes to process vast amounts of financial 
data and detect fraud, while addressing the class imbalance 
problem through techniques such as sampling and feature 
selection. Mishra and Pandey (2021) [8] developed a fraud 
prediction model using logistic regression and k-fold 
techniques, demonstrating the effectiveness of their 
methodology on large-scale daily datasets obtained from 
European banks. The integration of IoT and big data extends 
beyond the financial sector. Focusing on the Internet of Medical 
Things (IoMT), Lakhan et al. (2022) [9] presented a framework 
based on blockchain and federated learning designed to protect 
the privacy of health data and prevent fraud (such as fraudulent 
insurance claims). Their study aimed to reduce energy 
consumption and latency by optimizing data validation and 
fraud analysis across distributed fog and cloud nodes. Paquet-
Clouston et al. (2017) [10] investigated how an IoT botnet 
(Linux/Moose) engaged in social media fraud specifically the 
sale of likes and followers on platforms like Instagram. That 
study illustrates how IoT devices (such as routers and smart 
TVs) can be utilized as tools for large-scale network 
manipulation. 

Gradient Boosting (GB) models such as specifically the 
GBM, GBC, and XGBoost variants are frequently employed for 
fraud detection in IoT environments due to their high accuracy 
and ability to handle complex data structures [6]. GB models are 
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also noted as effective algorithms within ensemble learning 
frameworks for fraud detection [11]. Furthermore, the Light GB 
algorithm is reported to offer improved time complexity and 
successfully identify fraud in real-world credit card transactions 
[12]. 

Fraud detection is a classification problem; it can be defined 
as the task of determining whether a given data point is normal 
or aberrant. Consequently, the accuracy of this decision is 
crucial. Given the potential issues arising from misclassifying an 
aberrant financial transaction as normal, the importance of 
employing a ML model with high accuracy is evident. GB 
algorithms and Random Forest stand out as leading methods for 
handling the massive data streams generated by IoT devices, 
excelling in both general accuracy and the detection of complex, 
nuanced fraud cases [6, 11, 12]. 

GB is a powerful ensemble ML technique that aims to create 
a single strong model by sequentially combining weak 
prediction models (typically simple decision trees). The 
fundamental operating principle of this model is based on a 
stagewise approach [13, 14]. Each new model is trained to 
correct the errors (residuals) made by the ensemble up to that 
point [13]. GB models are effectively used in fields such as 
medical diagnosis (diabetes risk prediction, breast cancer tumor 
classification, and heartbeat/ECG analysis) [15, 16, 17], robotics 
and control (robotic arm control and motion recognition using 
EMG signals) [13], finance and risk management (credit risk 
assessment) [13, 18], image and text analysis (land cover 
classification via satellite imagery and automatic categorization 
of text documents) [13, 19], and Education (student performance 
prediction and identification of at-risk students) [20,21, 22]. 

GB models stand out significantly in precision-oriented 
fields where accuracy is paramount, such as fraud detection [23]. 
GB models offer high accuracy and precision. In applications 
requiring a minimal margin of error like fraud detection, they 
can achieve extremely high accuracy rates through tens of 
thousands of iterations [13]. They are considered among the 
most effective algorithms for assessing risks and the potential 
for fraud in credit applications [23]. In summary, due to their 
ability to capture complex non-linear relationships, handle 
missing data, and deliver high predictive power, GB models are 
currently among the most preferred choices for critical tasks 
such as fraud detection, intrusion detection, and risk analysis [6, 
12, 13, 23]. 

Another method that can be used to analyze big data is 
sonification. Sonification is a method that generally aids in 
analyzing trends within big data. In its broadest definition, 
sonification is the use of non-speech sounds to convey 
information [24]. This process is also defined as the practice of 
generating sound from datasets [25]. Specifically, data 
sonification is described as “the transformation of data into 
acoustic signals to facilitate communication or interpretation” 
[26]. Defined as the systematic conversion of data into sound, 
data sonification is a practice aimed at conducting scientific 
analysis through the use of sound to represent data [27, 28] and 
making the information derived from data clearly 
understandable to users [29]. However, basic sonification 
methods such as parameter mapping may not be sufficient to 
distinguish patterns within massive datasets. Furthermore, data 

analysts might consider modern data analysis approaches (like 
GB) to be “good enough” and fail to see any value in 
sonification. Nevertheless, if its effectiveness is demonstrated, 
there may be opportunities to use sonification either as a 
substitute for, or as a supplement to, other data analysis methods. 

Sonification is employed as an effective method for 
classifying complex data. Examples of effective sonification 
applications can be found in areas such as cyber-threats on 
internet networks [30, 31], medicine [25, 32], biology and 
genetics [25], and financial markets [33]. Summaries of these 
studies indicate that sonification significantly enhances 
classification accuracy and sensitivity. In data mining scenarios 
where visualization techniques fall short such as instances of 
“cluster overlapping” sound can facilitate the differentiation of 
distinct data groups [34]. The human brain is more adept at 
perceiving temporal changes via the auditory channel, making 
sound a more effective tool for time-dependent classification 
tasks (e.g., process monitoring) [35]. Auditory representations 
enable the rapid “screening” of large datasets and the easy 
detection of outliers [36]. 

The process of converting images into sound, transforming 
visual data into audible signals defines the practice of 
sonification. Deep learning models (such as ResNet) are 
employed in this conversion process [37, 38]. In summary, the 
process of converting images to sound relies on the principle of 
filtering or mapping visual data based on its attributes and 
subsequently reconstructing it into audible sound waves through 
mathematical transformations [37, 38, 39]. Data analysis can be 
performed either by converting non-visual data into visual data 
or by directly sonifying visual data. 

II. PROBLEM STATEMENT 

Both GB and sonification are methods that can be used to 
detect anomalies in big data. In this paper, we show how 
advanced and creative sonification approaches for fraud or 
anomaly detection can be integrated into ML workflows 
(pipelines) to improve overall performance. To do this, we focus 
on detecting “aberrant” scores in standardized tests. Student 
response data from large-scale assessments, like data streams in 
IoT systems, may contain behavioral anomalies such as 
inattention, cheating, or random clicking. 

We present a novel approach for identifying aberrant item 
scores in the context of  Trends in International Mathematics and 
Science Study (TIMSS). In this approach, we enrich the GB 
model based on traditional “person-fit statistics (PFS)” features 
with a ResNet-18 model trained on sonified representations of 
the same features. 

III. METHOD 

This study focuses on detecting aberrant response patterns in 
large-scale educational assessment data. To this end, traditional 
PFS scores were calculated based on students’ responses. The 
study’s target variable was defined by classifying individuals as 
“aberrant” if they were flagged according to at least two PFS 
measures, and as “normal” otherwise. The effectiveness of GB 
and sonification methods in classifying individuals based on this 
target variable was investigated. 



A. Data and Preprocessing 

This study utilizes responses provided by eighth-grade 
students who participated in the TIMSS 2023 assessment and 
completed the student questionnaire to specific items selected 
from that questionnaire. The lzpoly, Gnormedpoly, and U3poly 
statistics were calculated based on the scores derived from these 
polytomous questionnaire items. The model inputs consist of 21 
variables, comprising these statistics (PFS scores), their standard 
deviation values, and the students’ ability scores. 

The z-score standardization was applied to prepare 21 
variables for ML models. This process transforms each variable 
so that it has a mean of 0 and a standard deviation of 1. The 
transformation was performed using the mean and standard 
deviation of the training data, and the same parameters were 
applied to the validation and test sets. This approach aimed to 
ensure that variables on different scales are weighted equally by 
the models, to maintain data consistency prior to Borderline-
SMOTE, and to establish a standard basis for transforming 
variables into the 0–1 range during the sonification phase. 
Although tree-based algorithms do not theoretically require 
scaling, this standardization step was chosen to ensure the 
performance of methods such as Logistic Regression used 
during the ensemble learning stage and to maintain overall 
system integrity. A distinct scaling strategy was employed for 
the sonification phase; each variable was normalized to the [0, 
1] range using the minimum and maximum values from the 
training set. This approach ensures that all variables are 
represented within a consistent range prior to sound synthesis. 

The dataset was divided into three subsets: train, validation, 
and test. During the preprocessing stage, observations 
containing missing values were removed from the dataset. Due 
to the natural imbalance between the normal and aberrant 
classes, the Borderline-SMOTE method was applied to ensure 
the model learned the decision boundary without bias. This 
method aims to enhance the model’s discriminative power by 
generating synthetic data, specifically targeting minority class 
samples located near the decision boundary. In this study, the 
oversampling ratio was set to 0.30 to prevent excessive synthetic 
data generation. Additionally, class weights were employed 
during the training phase to increase the model's sensitivity to 
the minority class. 

B. Classification Models and Sonification-Based Approach 

The HistGradientBoosting algorithm was selected as the 
classification model. Compared to traditional GB methods, this 
algorithm offers faster training times and better scalability with 
large datasets. HistGradientBoosting reduces computational 
load by binning continuous features using a histogram-based 
approach and yields effective results, particularly with high-
dimensional data [40]. 

One of the key innovations of this study is the 
implementation of a sonification-based method alongside 
traditional ML approaches. In this research, feature scores for 
ML were first converted into audio signals (sound waves), and 
subsequently, log-mel spectrogram images were generated from 
these audio signals. These resulting images were classified using 
the ResNet-18 architecture. This methods follows from [32]. 

The probability outputs obtained from both models were 
combined using two different ensemble learning approaches. 
First, the Blend Ensemble method was employed. In this 
method, a weighted average of the probability outputs from the 
HistGradientBoosting and ResNet-18 models was calculated 
using the validation set, and the weight combination yielding the 
highest F1-score was determined [41]. Second, the Stacking 
Ensemble approach was applied. Stacking is an ensemble 
method in which the outputs of base learners serve as inputs to 
a higher-level model known as a meta-learner which then makes 
the final decision [42]. In this study, Logistic Regression was 
used as the meta-learner. By combining the strengths of different 
models, the stacking method can produce results that are more 
generalizable and stable compared to those of a single model 
[43]. The overall pipeline of the proposed approach is illustrated 
in Figure 1. 

Fig. 1. Overview of the proposed methodology. 

C. Evaluation Metrics 

The performance of the models was analyzed using multiple 
metrics to evaluate classification success from various 
perspectives. Since accuracy alone is not a sufficient indicator 
due to the imbalanced class distribution, precision, recall, F1-
score, Area Under the ROC Curve (AUC), Area Under the 
Precision-Recall Curve (AUPR), and Matthews Correlation 
Coefficient (MCC) were calculated. Additionally, true positive 
(TP), false positive (FP), true negative (TN), and false negative 
(FN) values were reported based on the confusion matrix to 
enable a detailed examination of the model's classification 
performance. 

IV. RESULTS 

This section presents findings regarding the classification 
performance of four different model architectures: 
HistGradientBoosting, ResNet-18, Blend Ensemble, and 
Stacking Ensemble. The models were compared using F1-score, 
AUC, AUPR, MCC, sensitivity, specificity, and the confusion 
matrix. Additionally, the F1-score variation during the ResNet-
18 training process and spectrogram examples of normal and 
aberrant classes are illustrated. 

A. Model Performance Comparison 

The classification performance of four different model 
architectures was compared using F1-score, AUC, AUPR, 
MCC, sensitivity, and specificity metrics. The obtained 
performance metrics are presented in Table 1. 

 

 

 

 

 



TABLE I.  CLASSIFICATION PERFORMANCE METRICS 

Model 
GB 

Baseline 
ResNet-

18 
Blend 

Ensemble 
Stacking 

Ensemble 
F1-score 0.825 0.824 0.830 0.830 

AUC 0.989 0.988 0.989 0.989 
AUPR 0.924 0.927 0.932 0.932 
MCC 0.804 0.801 0.809 0.809 

Precision 0.857 0.818 0.849 0.849 
Recall 0.795 0.830 0.813 0.812 

Specificity 0.983 0.976 0.981 0.982 

 
Table 1 shows that the AUC values for all models range from 

0.988 to 0.989, indicating a high level of discriminative power 
in classification. Regarding the F1-score, the ensemble models 
achieved the highest performance. Blend Ensemble model also 
yielded the highest AUPR and MCC values. The Stacking 
Ensemble model demonstrated performance comparable to the 
Blend Ensemble and achieved the highest precision. The 
ResNet-18 model exhibited the highest recall compared to the 
other models, suggesting it is more successful at identifying the 
“aberrant” class. Specificity values for all models ranged 
between 0.976 and 0.983, reflecting high accuracy in correctly 
identifying the “normal” class. Overall, ensemble learning 
methods (Blend and Stacking Ensemble) delivered superior and 
more balanced performance compared to individual models (GB 
and ResNet-18). The high sensitivity of ResNet-18 demonstrates 
the effectiveness of the sonification-based approach in 
identifying aberrant samples. It can be concluded that the Blend 
Ensemble model achieved the best overall performance. 

B. ROC and Precision-Recall Curves   

The classification performance of the models is visualized 
using ROC (Receiver Operating Characteristic) and Precision-
Recall (PR) curves. ROC curves illustrate the true positive and 
false positive rates of the models at various threshold values, 
while PR curves are employed to evaluate model performance 
more precisely, particularly in cases of imbalanced class 
distributions. 

 

Fig. 2. ROC and Precision-Recall curves. 

The ROC and PR curves presented in Figure 2 demonstrate 
that all four models exhibited high and comparable performance. 
The area under the ROC curve (AUC) ranged from 0.988 to 
0.989, while the area under the PR curve (AUPR) ranged from 
0.924 to 0.932. The highest AUPR value was achieved by the 
Blend Ensemble model. These findings support the 
effectiveness of the proposed ensemble methods in detecting 
aberrant samples, particularly in the context of the imbalanced 
class problem. 

 

C. Confusion Matrix Analysis 

To examine the classification performance of the models in 
detail, confusion matrices were generated for the four models. 
By visualizing true positive (TP), false positive (FP), true 
negative (TN), and false negative (FN) values, these matrices 
enable a comparative assessment of the models’ error types. The 
confusion matrices are shown in Figure 3. 

Fig. 3. ROC and Precision-Recall curves. 

According to the confusion matrices presented in Figure 3, 
all models classified the normal class with high accuracy (TN > 
28,700). ResNet-18 was the model that best captured the 
aberrant class (TP = 3,124). Meanwhile, the ensemble methods 
(Blend and Stacking) demonstrated more balanced performance 
regarding error distribution. 

D. Training Dynamics 

The performance of the ResNet-18 model during the training 
process was monitored using F1 scores calculated on the 
validation set at the end of each epoch. The model's learning 
progress was evaluated by taking the early stopping criterion 
into account. The resulting training curve is presented in Figure 
4. 

Fig. 4. The training curve of the ResNet-18 model. 

An examination of Figure 4 reveals that the ResNet-18  
model’s F1-score value increased rapidly from the initial 
epochs, reaching its peak value (F1-score = 0.814) at the 26th 
epoch. No significant improvement in the F1-score was 
observed beyond this point; as the model failed to demonstrate 
a meaningful performance gain over the subsequent 12 epochs 
(up to the 38th epoch), early stopping was implemented and 
training was terminated. These findings indicate that the 
ResNet-18 model reached its optimum point at the 26th epoch 
during the learning process and that extended training yielded 
no additional benefits. 

E. Spectrograms 

Spectrograms are three-dimensional representations of audio 
signals composed of log-mel, delta, and delta-delta channels. 
These representations illustrate the visual input provided by data 

 

 

 

 

 

 

 

 

 



obtained through sonification during the classification process. 
Figure 5 presents three-channel (log-mel, delta, delta-delta) 
spectrogram images of normal and aberrant samples. 

 

Fig. 5. Spectrograms (Respectively: log-mel, delta, delta-delta for the normal 

sample; log-mel, delta, delta-delta for the aberrant sample.) 

An examination of Figure 5 reveals that, in the Log-Mel 
channel, the response pattern of a typical student exhibits broad 
frequency bands with smooth transitions; in contrast, for the 
aberrant student, these bands transform into a structure 
characterized by higher frequency and sharper edges, with 
abrupt energy transitions. In the context of TIMSS, this pattern 
may indicate behaviors such as “rapid guessing” where the 
student responds to questionnaire items very quickly without 
reflection or “high response variability,” where the student 
displays an inconsistent response rhythm by spending very little 
time on some questions and excessive time on others. In the 
Delta channel, while the typical student’s wide-interval patterns 
reflect a measured and consistent response rhythm, the aberrant 
student’s patterns become noticeably denser, with abrupt 
transitions between responses. This finding is consistent with the 
interpretation of the Log-Mel channel. Finally, regarding the 
Delta-Delta channel, it can be observed that the typical student 
exhibits a pattern distributed homogeneously across frequency 
regions, whereas the aberrant student displays a layered 
structure in which the lower, middle, and upper bands are 
distinct from one another. 

V. CONCLUSION AND DISCUSSION 

This study aimed to classify students participating in the 
TIMSS 2023 large scale assessment specifically those with and 
without aberrant item scores using ML and sonification methods 
based on their responses to questionnaire items. To achieve this 
objective, student responses were analyzed using three 
traditional PFS; individuals flagged as aberrant by at least two 
of these statistics were designated as such and defined as the 
target variable for the GB model. In this research, data 
sonification was employed alongside the GB model to classify 
aberrant students. Spectrogram images of the sonified data were 
modeled using a deep learning architecture to determine the 
effectiveness of sonification in classifying aberrant students. 
The HistGradientBoosting algorithm was used for the GB 
model. The GB model achieved high classification accuracy. 
This finding of the study aligns with research findings [13, 15, 
16, 23]. 

Sonification-based classification using ResNet-18 also 
demonstrated relatively high performance. Numerous studies 
[25, 30, 32, 33, 36] indicate that sonification is a useful method 
for both classification and fraud detection, and our research 
reached a similar conclusion. In our study, the ResNet-18 

approach increased sensitivity by identifying many aberrant 
students that the GB model had overlooked. Ensemble models 
combining these two approaches via Blending and Stacking 
techniques struck a balance between precision and sensitivity by 
merging the GB model’s precision with the sonification 
approach’s high sensitivity. Our findings demonstrate that 
sonification can reveal non-linear patterns of anomaly that 
traditional models fail to detect. 

Although ensemble learning combined with sonification 
generally yields positive results in this research, it must be noted 
that sonification has certain limitations. Converting numerical 
data into sound via parameter mapping in a way that the human 
auditory system can easily distinguish is not a simple task [24, 
44]. The generated sounds may lack meaning for listeners. The 
interpretation of these sounds can vary from user to user, 
depending on individual hearing ability, experience, and cultural 
background [25, 44]. Converting massive datasets into sound in 
real-time requires significant computational power, particularly 
with model-based approaches [44]. Furthermore, mapping too 
many data dimensions to sound simultaneously can lead to a 
lack of clarity [25, 45]. There is no universally accepted method 
for determining how data should be mapped to specific sound 
parameters; consequently, design decisions are often subjective 
or based on trial and error [44]. 

Despite all these limitations, this study demonstrates that a 
multi-model ensemble approach can be an effective tool, 
particularly in the context of training data with imbalanced class 
distributions, such as the detection of aberrant responses. 
Furthermore, to facilitate more accurate decision-making 
processes, we propose the combined use of modern sonification 
approaches and traditional fraud detection methods when 
working with big data. 
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